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Session Purpose and Overview

• Introduce DSPM from both a market and
Securiti.ai perspective

• What comprises of Securiti’s DSPM
• High level overview of the architecture 

and packaging



Customers are using cloud security tools …but lack data intelligence

Market Evolution - Terms to be aware of

Container 
Security

Secure Container

Vulnerabilities & 

Runtime

SSPM
(SaaS Security 
Posture Management)

Secure SaaS Apps

Configurations 

CSPM / KSPM
(Cloud and K8s Security 
Posture Management)

Secure Cloud and 

Kubernetes Infrastructure

Configurations

CWPP
(Cloud Workload 
Protection Platform)

Secure VMs

Vulnerabilities & 

Runtime

CIEM
(Cloud Infrastructure 
Entitlement Management)

Secure Identities

Access Risk

CNAPP (Cloud Native Application Protection Platform)



What is DSPM?

“Data security posture management (DSPM) provides visibility as to where sensitive data is, who has 

access to that data, how it has been used and what the security posture of the data store or 

application is. This requires a data flow analysis to determine the data sensitivity. DSPM forms the 

basis of a data risk assessment (DRA) to evaluate the implementation of data security governance 

(DSG) policies.”

Gartner’s Definition

Source: Gartner Hype Cycle for Data Security, 2022

https://drive.google.com/drive/folders/1bnXl6GYNu_BQ9Y7vJs5QRKyA3wJ-Vm0e
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CISO

Breach 
Management

Analyze breach 
impact & automate 
notifications to 
affected individuals

Compliance 
Management

Assess & improve 
compliance with 
security best 
practices 
frameworks

MULTI-CLOUD STRUCTUREDON PREMISES SAAS STREAMING UNSTRUCTURED

Gartner AI TRiSM

AI Security & 
Governance

Establish controls 
for safe adoption 
of AI technologies 
including GenAI

Discover shadow 
and cloud-native 
assets & 
accurately classify 
data

Data Discovery &  
Classification

Gartner DSPM

Monitor user 
access to data 
and enforce least 
privilege controls

Data Access Intel 
& Governance

Configuration Risk 
Management

Prioritize and 
remediate 
misconfigured 
systems with 
sensitive data

Data Flow 
Governance

Map data flow, 
understand 
lineage and 
secure the 
movement of data

ROT Data 
Minimization

Identify ROT data 
and automate 
policies to 
minimize its 
footprint

Your Data+AI Command Center
Data Command Graph

Enabling Safe Use of Data+AI



Enabling Safe use of Data and AI Strictly Confidential Information of Securiti AI

Reducing Data+AI Risk

Data Systems

Data Command 
Graph

Unintended 
Access Issues

Broad 
Misconfiguration Issues

Sensitive Data 
Discovery & Prioritization

File Labeling
& Tagging

Obsolete & ROT 
Data Detection

Data+AI  Asset 
Discovery

Data+AI Security 
Posture Score

Findings Remediation
to improve Score 

Toxic Combination Rules
(Out of Box & Custom)

Compliance Scores & 
Evidence 

Data & AI Security
Dashboard 
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Gartner Peer Insights

Customer’s 
Choice For DSPM

GigaOm Radar

Securiti Tops Data 
DSPM Ratings

Securiti Ranks #1 in DSPM

Frost & Sullivan

Most Innovative
DSPM Leader
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The Data + AI Security Packages
Capabilities Advanced 

(This is how you charge for the 

scanning  required for DSR RA)

Enterprise Enterprise Plus 

DataCommand Center ✅ ✅ ✅

Data Inventory Sync ✅ ✅ ✅

Data Scanning and Classification ✅ ✅ ✅

File Clustering Analysis ✅ ✅ ✅

Cloud Asset Discovery and Posture Policies ✅ ✅

AI Model Discovery and Posture Posture Policies ✅ ✅

VM Package Discovery ✅ ✅

Compliance Management and Data Risk Scoring (Toxic Combinations) ✅ ✅

Insights Policies for structured and unstructured data ✅ ✅ ✅

Automation Policies (Federated Remediation via ITSM Integrations) ✅ ✅

Remediation Actions on Data - Quarantine, Labeling, File Sharing Management ✅

Remediation Actions on Cloud Infrastructure and SaaS ✅

Access Intel - Privilege Analysis ✅ ✅

Access Intel - Activity Analysis and Activity Based Cross Border Policies ✅

Access Control, Masking, and Row Filtering Policies ✅

Workflow Modules ✅ ✅ ✅

Unlimited Customer Hosted Pods ✅ ✅ ✅
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High Level Architecture
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